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Abstract

As the global population ages, there will be an ever-increasing demand on health care systems worldwide for 
managing chronic conditions, including cancer care. A shift to automated health care solutions will be neces-
sary to improve quality of care while also reducing resource burden to practitioners. Health care systems are 
amidst a digital transformation from traditional brick-and-mortar care delivery models to those that include 
virtual care, telehealth, and remote treatment delivery. 

The internet of things (IoT) is a system of wireless, interconnected digital devices that can collect, send, and 
store data over a network without requiring human intervention, and it holds promise of improving the quality 
of health care while streamlining and enhancing health care delivery. This is especially relevant in technolog-
ically oriented medical fields such as radiation oncology. Various applications of IoT have been described in 
cancer care with immediate relevance to radiation oncology, including the integration of electronic health re-
cords (EHR) and nonhealth care data with therapeutic augmented reality, wearable technologies, smart voice 
assistants, digital medications, artificial intelligence (AI), robots, continuous Bluetooth-enabled monitors, 
and smart cameras. IoT holds promise of improving primary care through disease prevention and population 
health initiatives, and improving secondary and tertiary care including cancer care through integration of IoT 
data to create more coordinated, improved, and proactive care. 

However, several challenges to IoT adoption in radiation oncology exist, including the need for more robust 
policy measures, enhancements in usability and cost effectiveness of IoT devices, improvements in cyberse-
curity and privacy, transparency of data governance, standardization of protocols to enhance interoperability, 
and finally, more favorable reimbursement.  

Keywords: Internet of Things, IoT, IoMT, therapeutic augmented reality, wearable technologies, smart voice 
assistants, digital medications, artificial intelligence, robots, smart cameras
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The pace of population aging is 
much faster today than in the past; 
by 2030, 1 in 6 people worldwide 
will be aged 60 years or older, and 
between 2015 and 2050, the propor-
tion of the world’s population over 60 
years will nearly double from 12% to 
22%.1 As the population ages, there 
will be an ever-increasing global 
demand on health care systems 
for managing chronic conditions, 
including hypertension, diabetes, 
obesity, infectious diseases, hemato-
logic disorders, and cancer.2

The cost of cancer care in the 
US is substantial and rising. The 
total cost in 2015 was $183 billion 
and is projected to increase 34% to 
$246 billion by 2030.3 This expected 
increase is attributable not only to 
population growth and increasing 
life expectancy, but also to subopti-
mal care coordination, inappropriate 

or duplicative services, inefficiencies 
that require outpatient/inpatient 
follow-up rather than home mon-
itoring, and the high cost of novel 
therapies.4 This will create major 
challenges to delivering quality care 
within our health care system that 
is safe, timely, effective, efficient, 
equitable, and patient-centered.5 
These demands will ultimately 
require improved population health 
management techniques and oppor-
tunities for enhancing value-based 
care delivery. The 2020 response to 
the COVID-19 pandemic has also 
highlighted the need to transition to 
technology-based remote health care 
delivery options.6,7

A shift to automated health care 
solutions in the information age will 
be necessary to improve quality of 
cancer care while also reducing re-
source burden to practitioners.8 This 

is particularly important in cancer 
care where there is a growing em-
phasis on technologically oriented 
care delivery such as radiation on-
cology. IoT includes a world where 
interconnected internet-enabled 
devices or “things” can collect and 
share data (machine-to-machine) 
without human intervention. In 
2020, more than 21 billion devic-
es are estimated to be connected 
to the internet, and health care 
IoT (or internet of medical things 
[IoMT]) could collect health-related 
data from individuals to improve 
care delivery and reduce provider 
burden.9,10 In this review, we provide 
an overview of the digital trans-
formation of health care systems, 
IoT technology in cancer care, its 
practical applications in radiation 
oncology, and ongoing opportunities 
and challenges. 

The Internet of Things

Digital Transformation  
of Health Care Systems

Many health care systems are 
amidst a digital transformation as 
they move from traditional brick-
and-mortar care delivery models 
to models that include virtual care, 
telehealth, and remote treatment 
delivery.11 The COVID-19 pandemic 
(in 2020 to the present) has especially 
emphasized the need for a technol-
ogy-enabled health care system that 
can facilitate digital transformation.6,7 
Health care systems view digital 
transformation as a way to become 
more consumer-friendly, but will 
need to focus on interim milestones 
to justify value; acquire the talent, 
data, and key performance indicators 
needed to overcome digital trans-
formation challenges; and cultivate 
executive champions.12 However, 
in a recent survey, only 7 percent 
of health care and pharmaceutical 
companies said they had “gone 
digital,” compared with 15 percent of 
companies in other industries.13

Figure 1. There are 3- and 5-layer IoT architectures that describe the main ideas of IoT. The 3-layer 
architecture includes the perception layer, which is the physical layer; the network layer, which is 
responsible for connecting to other smart things; and the application layer, which is responsible 
for delivering application-specific services to the user. Research purposes require a more nuanced 
framework using a 5-layer architecture. The 5-layer architecture adds a transport layer, which transfers 
the sensor data to and from the perception layer to the processing layer; the processing layer, which 
stores, analyzes, and processes huge amounts of data that come from the transport layer; and the 
business layer, which manages applications, business models, and user data/privacy.
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In response to technological evolu-
tions, IoT technology holds promise 
to support health care systems to 
deliver higher quality care and to im-
prove population health initiatives. 
From a health care perspective, IoT 
can be considered as any device that 
can collect health-related data from 
computing devices, mobile phones, 
smart bands and wearables, digital 
medications, implantable surgical 
devices, or other portable devices 
that may communicate through 
channels such as radiofrequency 
identification that can measure 
health data and connect to the 
internet.10 IoMT has been described 
in health care, with immediate appli-
cations to cancer care and radiation 
oncology, including mobile health, 
ambient assisted living, wearable 
devices, smartphones, eHealth, 
community-based health care and 
other uses.14 These applications can 
be leveraged in nearly all health 
care settings, from primary care to 
tertiary care. 

IoT and Healthcare Architecture

There are 3- and 5-layer IoT archi-
tectures that have previously been 
described and that can be applied to 
IoT in health care.15-17 Architectures 
are the way that the components – 
such as devices, network structure, 
and cloud technology – are orga-
nized. The most basic architecture 
includes the perception layer, the 
network layer, and the application 
layer15,18 (Figure 1A), which we will 
cover briefly here:  

Perception layer. The perception 
layer is the physical layer that is the 
foundation of IoT. This layer has 
sensors for sensing and gathering 
information about the environment. 
It senses some physical parameters, 
identifies other smart objects in the 
environment, and provides geo-
graphic location recognition. This in-
cludes radiofrequency identification 
(RFID), infrared sensors, cameras, 
GPS, medical sensors, and smart 
device sensors that can allow for 

real-time monitoring and network 
transmission (eg, an implanted, con-
tinuous blood glucose level sensor as 
detailed below). There are numerous 
examples of IoT devices in health 
care but limited data on quality and 
safety.9 Some examples include ther-
apeutic augmented reality, wearable 
technologies, smart voice assistants, 
digital medicines, robots, continuous 
monitors, Bluetooth-enabled moni-
tors, and smart cameras, all of which 
are discussed in detail below.  

Network layer. The network layer 
is responsible for connecting to other 
smart things, network devices, and 
servers. This includes wireless and 
wired networks that communicate, 
store, process and transmit sensor 
data either locally or in a centralized 
way. Most IoT devices use high fre-
quencies with short-range communi-
cation technologies. High-frequency 
4G cellular networks have improved 
potential for communications, and 
5G networks are expected to provide 
a reliable connection for numerous 
devices simultaneously.19 Centralized 
cloud-based computing is becoming 
more popular as it improves flexibil-
ity, scalability and access. However, 
centralization could lead to slower 

transmission times between central 
data centers and IoT devices as well 
as accumulation of unnecessary data. 
Conversely, the edge cloud allows 
IoT sensors and network gateways to 
process and analyze data in a decen-
tralized fashion, reducing the amount 
of data required to be communi-
cated and managed at a centralized 
location.20 As an example, blockchain 
uses decentralized data storage that 
can be regulated by patients and may 
improve mobile health applications, 
monitoring devices, sharing and 
storing of electronic medical records, 
clinical trial data, and insurance 
information storage.21

Application layer. The applica-
tion layer is responsible for deliv-
ering application-specific services 
to the user, such as smart homes, 
smart cities, and smart health.15 
Some examples include therapeu-
tic augmented reality, wearable 
technologies, smart voice assistants, 
digital medicines, robots, continuous 
monitors (eg, an application that 
records and reads out blood glucose 
levels from a continuous, implanted 
sensor), Bluetooth-enabled moni-
tors, and smart cameras (Figure 2), 
which have immediate applications 

IoT Applications 
in Cancer Care

Augmented 
Reality

Sensor 
Technologies

Smart Assistants

Digital 
Medications

Artificial 
Intelligence

Smart Patches

Smart cameras

Robotics

Figure 2. Internet of Things (IoT) applications in cancer care explored in this review include augmented 
reality, sensor technology, smart patches, smart cameras, smart voice assistants, digital medications, 
and artificial intelligence and robotics.
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Table 1. Application Layer Examples
DEVICE BRIEF DESCRIPTION AND SAMPLE APPLICATIONS (SEE TEXT FOR DETAILS)

Therapeutic augmented reality Includes augmented reality, mixed reality, and virtual reality that can visualize data 
collected from sensors. Applications have included a broad range of diseases in both 
the inpatient and outpatient settings. For cancer care, applications include oncologic 
surgery, brachytherapy, patient education, and practitioner training.  

Sensor technologies (including smart 
monitors and wearable tech)

Devices worn by a user that connect to sensors, apps (such as a smart phone), or 
web portals through wireless connections. Applications include glucose monitors, 
insulin pens, Fitbits and smartwatches, fall detectors, electrocardiograms, and blood 
pressure monitors. Such smart monitors are being deployed on linear accelerators for 
continuous analytic data monitoring (including feedback for equipment maintenance 
and fault prevention). 

Smart patches Superficial patches on the skin that can track vital signs including heart rate, respira-
tory rate, and temperature, as well as sleep/wake cycle and step counts. May be used 
for transdermal diagnosis/assessment and therapeutic delivery.

Smart cameras Cameras (such as smartphones or standalone technology that includes camera and 
smart technology infrastructure) that capture and analyze images or changes in the 
environment. Applications include assessing skin lesions, wounds, or conditions; mon-
itoring ocular pathology; enhancing privacy through masking technology; enhancing 
patient/resident safety through fall monitoring and prevention; and enhancing efficien-
cy of patient check-in and monitoring processes. These cameras can aid a radiation 
oncologist’s assessment of skin lesions and radiation toxicity.

Smart voice assistants Installed in a private setting (such as home or car) and provide AI-supported conversa-
tion agents, including Amazon’s Alexa, Google Assistant, and Apple’s Siri. Applications 
have included appointment scheduling, chatbots, web browser searches, answering 
health care questions, phone calls. Conversation agents may help educate cancer 
patients about treatments, provide feedback on pain management options, refill 
medications, locate practitioners, assist in documentation through ambient clinical 
intelligence, and other applications. 

Digital medications Ingestible sensors made from magnesium, copper, and silicon that communicate 
with an external body sensor such as a patch, mobile app, or website. Can be used to 
monitor medication adherence and absorption, and prompt patients to take medica-
tions. Potential use for patients on oral chemotherapeutics. Bluetooth inhalers, which 
are devices that use a Bluetooth sensor paired to a mobile app that provides analytics 
and patient/practitioner feedback, may be a digital medicine and have analytic sen-
sor technology. 

Artificial intelligence (AI) and robotics AI-powered robots that can interact with humans. Applications include medication 
management and assisting rehabilitation in the home setting, patient navigation, ab-
normality detection, and collection of patient data in hospital setting. Could assist with 
oncologic surgeries, brachytherapy, chemotherapeutic and other systemic therapy 
delivery, and patient education at point of care. 
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in radiation oncology. Table 1 lists a 
brief description of each application, 
although many others exist.   

Research purposes require a more 
nuanced framework using a 5-layer 
architecture. The 5-layer architec-
ture adds a transport layer, which 
transfers the sensor data to and from 
the perception layer to the process-
ing layer; the processing layer, which 
stores, analyzes, and processes huge 
amounts of data that come from the 
transport layer; and the business 
layer, which manages applications, 
business models, and user data/pri-
vacy (Figure 1B).  

IoT Applications in Cancer Care

Augmented Reality

Therapeutic augmented reality (or 
extended reality) includes augment-
ed reality (AR), mixed reality (MR), 
and virtual reality (VR) that can visu-
alize data collected from sensors that 
are part of the IoT. This technology 
combines high-quality stereoscop-
ic computer displays such as with 
goggles to display an immersive 3D 
environment, with 6 degrees-of-free-
dom spatial tracking to capture the 
movements of the user and con-
trollers, and interact with virtual or 
augmented surroundings.22 Exam-
ples have included a broad range of 
inpatient and outpatient applications 
to learn about anatomy, anesthesia, 
central vein catheterization,23 mental 
health and anxiety disorders,24 
stroke,25 pain management,26, 27 and 
obesity.28 Augmented reality may aid 
oncologic surgeries,29-31 education 
for patients undergoing radiation 
therapy,32,33 immersive virtual reality 
to reduce patient anxiety and psycho-
logical symptoms,26,34 practitioner 
training,35,36 and brachytherapy.37 

Within radiation oncology, AR can 
provide 3D and 360-degree views to 
simulate the entire process of radia-
tion therapy, from clinics to simulation 
rooms and treatment rooms.38 AR will 
also provide 360-degree views of the 

treatment room to correct positioning 
in real-time.39,40 A projector-based 
display has already been used to sim-
ulate controlling a linac for training 
and education.41 Physicians, dosim-
etrists, physicists and even patients 
can explore spatial relationships of 
dosimetric distribution. For example, 
a patient with a meningioma may be 
considering stereotactic radiation 
therapy and may want to utilize AR to 
understand the concepts of how the 
brain and adjacent critical organs at 
risk may be exposed to radiation due 
to its proximity to the primary target. 

Sensor Technology

Sensor technologies are devic-
es placed on equipment or worn 
by a user that connect to sensors, 
apps (such as on a smartphone), 
or web portals, through wireless 
connections. Although only 21% of 
adults and fewer elderly people own 
wearable devices, the majority of US 
adults own a smartphone, allowing 
smartphone technology to rapid-
ly scale IoT-based interventions.42 
Applications include continuous 
glucose monitors, smart insulin pens, 
loneliness detectors, sleep track-
ers, smartwatches and Fitbits, fall 
detectors, wireless electrocardiogram 
monitors, wearable blood pressure 
monitors, and others.43-45 Bluetooth 
inhalers are a related technology that 
use a Bluetooth sensor paired to a mo-
bile app that provides analytics and 
patient/practitioner feedback.46

Commonly, wearable devices 
have been used to assess physical 
activity levels, as these levels before, 
during, and after cancer treatment 
have been established as robust 
predictors of clinical outcomes as 
well as quality of life.42,47,48 Interest-
ingly, lower levels of activity during 
chemoradiation (head and neck, 
lung, and gastrointestinal cancer) 
as measured with Garmin devices 
were associated with greater hos-
pitalization risk, lower likelihood 
of completing treatment without 

delays, and shorter survival.49,50 Simi-
larly, daily step count for abdominal 
cancer patients on postoperative 
day 7 was inversely correlated with 
the postoperative complication 
index.51 Published prospective 
studies incorporating mobile sensor 
data with clinical outcomes have 
focused mostly on patient-reported 
outcomes, toxicity and symptom 
burden,51-54quality of life,55 hospital-
izations or readmissions,49,50,56,57 or 
postoperative events.58 

Smart monitors are also being 
deployed on linear accelerators. Such 
technology allows for continuous 
background analytic data monitoring 
that provides feedback for equip-
ment maintenance, proactive service 
and fault prevention for field service 
technicians.59 This application has 
already helped technicians identify 
early trends in equipment malfunc-
tion – such as couch faults or slow 
multileaf collimator motors – and 
order and install replacement parts 
before machine downtime. IoT offers 
an opportunity to maximize machine 
uptime and provide personalized, 
continuous remote support for radi-
ation oncology clinics. Analytics can 
also be applied to the continuously 
monitored historical logs and con-
figuration files using machine-learn-
ing algorithms. 

Smart Patches

Smart patches such as vital sign 
patches are designed to wirelessly 
track and monitor heart rate, respi-
ratory rate, sleep cycle, stress levels, 
temperature, step counts, and falls/
incapacitation.60 Temperature-track-
ing smart patches (TempTraq) are 
being used in CAR T cell therapy clin-
ical trials.61 In a recent proof-of-con-
cept study, smart patches were used 
to monitor dyspnea in the palliative 
care setting.62 Transdermal delivery 
of chemotherapeutics utilizing smart 
patches may be a possibility in the 
future.63 Smart patches have also 
been used to biopsy skin cells on the 
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skin surface.64,65 Despite these prom-
ising applications, patients may be 
wary of wearing a patch sensor, and 
instead opt for biosensors embedded 
in armbands or wrist-worn devic-
es.66 For example, patients who are 
receiving concurrent chemoradia-
tion therapy may be at higher risk of 
hospitalization due to toxicities67 and 
could benefit from smart patch tech-
nology to seamlessly evaluate vital 
signs and distress in real-time using 
remote patient monitoring evaluated 
by a centralized virtual care team.68 

Smart Cameras

Smart cameras, such as smart-
phones or standalone technology 
that includes camera and smart tech-
nology infrastructure, can capture 
changes in the environment. Smart 
cameras may support a machine 
vision system by digitizing and trans-
ferring frames for computer analysis 
although some smart cameras can 
also serve as self-contained vision 
systems without relying on exter-
nal processing equipment.69 Such 
technology can be used to diagnose, 
monitor, or evaluate skin conditions 
including assisting with wound care 
in patients with diabetes and skin 
cancer.70-74 Smart cameras can also 
enhance privacy by using video ana-
lytics to hide sensitive health data on 
displays; enhance patient/resident 
safety through fall monitoring and 
prevention; and enhance efficiency 
of patient check-in, admission, and 
patient flow through the clinic.75 
Within the radiation oncology clinic, 
smart cameras may capture patient 
check-in, waiting times, clinic visit 
times, location of family members, 
and help monitor safety at the linac 
and brachytherapy consoles, among 
other applications. 

Smart Voice Assistants

Smart voice assistants can be 
installed in a private setting (such 
as the home or car) and provide 
AI-supported conversation agents, 
including Amazon’s Alexa, Google 

Assistant, and Apple’s Siri, to answer 
a specific set of health-related 
questions without human contact. 
Examples include evaluation and 
management of depression and anx-
iety; autism; sexual, substance, and 
physical harassment issues; language 
impairment; obstructive sleep apnea; 
hypertension; breast cancer; type 2 
diabetes; and pain management.76 
Smart voice assistants may also im-
prove access to in-home virtual care.77 
Applications have included schedul-
ing appointments; offering chatbots, 
web browser searches, and phone 
calls; educating cancer patients about 
treatments; providing feedback on 
pain management options; refilling 
medications; locating practitioners; 
assisting with documentation through 
ambient clinical intelligence; and 
other applications.78-82 Specifically 
for radiation oncology, a smart voice 
assistant could remind patients about 
the day of their weekly treatment 
management visit, the time of their 
scheduled daily radiation treatment 
(with special reminders when sched-
ules change); record notes prior to, 
during, and after visits; and help find 
high-quality education for patients 
and caregivers.

Digital Medications

Digital medications include an in-
gestible sensor (typically made from 
magnesium, copper, or silicon) that 
can communicate with an external 
body sensor such as a wearable patch 
or mobile app. Information is stored 
on the cloud and used to measure 
medication adherence, absorption, 
activity, and heart rate.83 In 2019, Pro-
teus Digital Health introduced digital 
chemotherapy for stage 3 or stage 4 
colorectal cancer.84 When a patient 
swallows the capsule, a sensor acti-
vates when it reaches the stomach, 
which then transmits data to a smart 
patch with the time of day, the dose, 
and the type of medication. Unfor-
tunately, Proteus recently filed for 
bankruptcy, driven by an expensive 
technology without a clear business 

model and uneven patient acceptance 
of ingestible sensors.85 This example 
illustrates the importance of demon-
strating a clear value proposition 
and product-market fit. In radiation 
oncology, these technologies (linked 
with smart patches) can assess pa-
tient compliance and toxicities with 
concurrent chemotherapies (such as 
capecitabine or temozolomide). 

Artificial Intelligence

Overall, AI is a promising medical 
application leveraging IoT. Narrow AI 
applications include natural language 
processing, image analysis, drug 
discovery development, and compu-
tational genomics. Recently, Google 
Health and Meditech have announced 
a collaboration to improve clinical 
search functionality in Expanse elec-
tronic health record, which would be 
another practical use of AI technolo-
gy.86 With data generated from mobile 
health apps and IoT devices, AI and 
deep learning can also optimize 
disease management and provide 
big data analysis.86 Big data in health 
care has rapidly grown to include 
genomics, metabolomics, proteomics, 
lipomics, transcriptomics, immunom-
ics, glycomics and imageomics.88-90 

Deep learning, a subset of AI, is 
now being used in decision-mak-
ing, autosegmentation, radiation 
treatment planning, and adaptive 
radiation therapy, but may be limited 
by access to the internet, web-based 
cloud solutions, or high-performance 
computing hardware; and lack of 
protocols for clinical commission-
ing, validation, implementation, 
and maintenance.91 Ultimately, AI 
holds promise of augmenting or 
improving efficiencies rather than 
replacing radiation oncologists’ 
toolsets, although it may refocus 
tasks performed by the treatment 
planning team.91,92 

Robotics

Robots using AI technology can 
interact with humans in various 
health care settings. Examples have 
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included robots assisting patients 
with hospital navigation, collecting 
patient data and assisting with physi-
cal therapy and rehabilitation.93,94 Ro-
botic surgery has gained acceptance 
in minimally invasive surgery,95 and 
AI in surgery has shaped preoper-
ative planning and intraoperative 
guidance.96,97 AI-powered robotics 
could also have applications in 
brachytherapy, including placement 
of applicators/needles, and che-
motherapeutic and other systemic 
therapy delivery. 

IoT and Improving Cancer 
Care Delivery

IoT can enable smart devices to 
transform traditional cancer care in 
the radiation oncology clinic into a 
more efficient, higher-quality, tech-
nology-enabled service. IoT will be 
able to impact health care delivery 
across the full spectrum of care de-
livery, from primary care to tertiary/
quaternary care. 

Oncology patients are not only 
grappling with acute care for their 
cancer diagnosis but also with 
competing risks with comorbidities. 
Primary care focuses on disease 
prevention, reducing disease burden, 
modifying risk factors, and caring 
for patient populations. Unfortunate-
ly, 28% of men and 17% of women 
do not have a primary care provider 
and lack chronic care services, which 
will also impact compliance and 
outcomes from oncologic thera-
pies.98 IoT will enable patients to 
better self-manage conditions and 
allow providers to assess modifiable 
risk factors in real-time.99 It will 
also increase capacity and access 
to primary care using AI (including 
chatbots) and smart voice assistants. 
However, there is no well-defined 
pathway for regulatory approval of 
smart apps, and data on safety and 
efficacy is lacking.100,101 IoT will also 
be able to help integrate nonhealth 
data through data from smart homes, 
including data from independent 

living units, grocery/refrigeration, 
wearable devices, power, applianc-
es, security, and entertainment, to 
provide a more holistic view of pa-
tients and their unique needs. When 
applied over the population level, 
it will enhance disease surveillance 
and assessment of environmental 
risk factors. During the COVID-19 
pandemic, big data analytics have 
been applied to credit card pay-
ments, television surveillance, and 
geographic location to contact trace 
and identify close contacts.102

IoT will also directly improve can-
cer care delivery. Better integration 
of IoT data with EHRs and nonhealth 
data will lead to more coordinated 
and proactive care, as opposed to 
the current piecemeal, uncoordi-
nated care within the traditional 
health care system. For instance, IoT 
can better connect physicians with 
patients in their home, allowing phy-
sicians to better understand patients, 
better assess toxicities from systemic 
therapies and radiation, assess treat-
ment compliance, reduce costs, and 
improve quality of care. IoT will also 
encourage self-monitoring of data 
uploaded to the cloud and allow for 
continuous feedback from providers; 
create alerts when intervention is 
needed; help emergency depart-
ments and urgent care facilities 
better triage patients; and increase 
the number of point-of-care tests 
rather than outsource to centralized 
locations.8,10,103 

Within the radiation oncology clin-
ic, IoT will allow for broader commu-
nication with cloud platforms, data 
centers, and remote monitoring and 
control systems. It will facilitate clin-
ic workflows, automation of narrow 
tasks such as contouring,104,105 treat-
ment and adaptive planning,106,107 
quality assurance and quality control 
procedures,108,109 patient positioning 
with sensors, intelligent image-guid-
ed radiation therapy and intelligent 
robotics, and communication with 
radiation information systems po-
tentially even in remote settings with 

limited availability of trained on-site 
staffing. Data from smart homes 
can be integrated with wearable 
sensors and digital medications/
pillboxes to provide contextual data 
to radiation oncologists and multidis-
ciplinary teams. 

Challenges 

To further support the growth and 
use of IoT in cancer care delivery, 
health care policy will need to sup-
port mobile and eHealth technolo-
gies. This will require government 
and private sector investment in IoT 
hardware and software infrastruc-
ture and a transparent and efficient 
regulatory pathway for approval with 
the US Food and Drug Administra-
tion (FDA). Several countries already 
have policies for IoT.110 Despite 
ongoing evidence development 
in other industries, there are still 
limited use cases in health care, and 
limited government (including FDA) 
regulations and approval.

IoT technology will also need 
to become more usable and cost 
effective for consumers of all so-
cioeconomic backgrounds in order 
to increase user acceptability and 
confidence in the technology. For 
instance, a much lower percentage of 
55- to 64-year-olds use smart devices 
compared with those ages 18 to 29 
years.111 Only 15% of Americans with 
an annual household income below 
$30,000 own a smart speaker while 
that number rises to 34% for those 
who earn above $75,000.111 There 
is also limited understanding from 
both patients and physicians of the 
value of cloud-based storage systems, 
an unfamiliarity with IoT technology, 
and limited organizational readi-
ness to adopting such technology.112 
Patients and physicians may also 
be reluctant to adopt these technol-
ogies if they are intrusive, difficult 
to use with current daily schedules 
or workflows, or associated with an 
overwhelming amount of data. 

Furthermore, cybersecurity risks 
remain an obstacle of growth and 
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integration of IoT technologies with 
existing technologies, especially as 
the number of entry points with each 
internet-connected device increases. 
This is especially the case in health 
care where protected health infor-
mation (PHI) is being transmitted 
across machines and must abide by 
the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA). 
IoT communications are wireless and 
most utilize low energies, both of 
which increase the difficulty in ensur-
ing security. Although draft security 
feature recommendations for IoT 
devices have been released, the level 
to which these will be adopted or how 
they can be enforced is unclear.113 

Transparency of data governance 
and ownership will also be needed 
for IoT applications. Cloud-based 
aggregation of IoT data has resulted 
in centralized cloud storage, which 
has raised questions about who owns 
the health care data, and who can 
view, edit or delete the data. Sharing 
of this data between states, nations, 
and organizations is also an import-
ant consideration. 

Lack of standardization of proto-
cols has also created issues about 
interoperability of IoT devices with 
each other or existing legacy tech-
nologies. There is not yet consensus 
regarding wireless communication 
protocols and standards for ma-
chine-to-machine communication. 
Even existing EHR technology lacks 
full semantic interoperability, al-
though a push toward Fast Health-
care Interoperability Resources 
(FHIR) holds promise.114

Finally, there may be an increased 
resource and information burden to 
health care providers without ade-
quate reimbursement. In traditional 
health care systems, health care staff 
lack expertise to assist with data 
monitoring and there is an increased 
burden to clinicians for review-
ing large volumes of data. There 
may also be increased malpractice 
liability associated with data mon-
itoring. The COVID-19 pandemic 

has improved reimbursement for 
telehealth services (commensurate 
with its increased utilization), but 
reimbursement for IoT applications 
will need a concerted effort across 
governmental and private payers.115 

Summary and Conclusions
IoT applications hold great po-

tential to improve the quality and 
efficiency of cancer care with several 
practical applications to radiation 
oncology. As health care systems 
transform from traditional care 
delivery models to digital health 
models, IoT will enable integration 
of EHR and nonhealth care data 
with therapeutic augmented reality, 
wearable technologies, smart voice 
assistants, digital medicines, robots 
with AI capabilities, continuous and 
Bluetooth-enabled monitors, and 
smart cameras. However, imple-
mentation and full realization of the 
value of IoT will require more robust 
policy measures, enhancements in 
usability and cost effectiveness of IoT 
devices, improvements in cybersecu-
rity and privacy, transparency of data 
governance, standardization of pro-
tocols to enhance interoperability, 
and more favorable reimbursement. 
These innovations will improve 
disease prevention and population 
health initiatives as well as high-acui-
ty care such as cancer care. 
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