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In May 2016, a large metropolitan 
health care organization consisting 
of 10 hospitals and numerous outpa-

tient facilities was subject to a ransom-
ware attack.1 When employees logged 
onto their workstations, a pop-up mes-
sage demanded a payment of 45 bitcoin 
(roughly $19,000) to unlock patient-re-
lated data (access to electronic medical 
records [EMRs]). In response, all com-
puter systems/networks and interfaces 
of health system “X” were shut down, 
including those at a radiation oncol-
ogy facility. It took several days for the 
health care organization to regain full 

functionality, including the radiation 
oncology practice (herein called XRO). 

XRO had to cancel 36 treatment ap-
pointments on day 1 of the attack as 
well as all appointments on days 2 and 
3 post-attack. On day 3 post-attack, 
XRO began to contact another local 
major health care system with an es-
tablished radiation oncology practice 
(herein YRO) to discuss the potential 
of patient transfers for continuation of 
treatment as the radiation oncologists 
felt that the unintentional break coupled 
with the unknown time of when the net-
work would return would be potentially 
detrimental to patient outcomes. YRO 
and XRO were subsequently tasked 
with how to make this transition pos-
sible without access to the record and 
verify system, the tried and true record 
of radiation delivery. As these discus-
sions took place, the XRO computer 
network was restored on day 4 post-at-
tack and patient transfers were not re-
quired. While this scenario may seem 
like “something that could never hap-
pen to me,” any radiation oncologist or 

practice could experience it at any time, 
especially those in metropolitan areas. 

A 2014 study by Filkins et al showed 
that 94% of health care institutions have 
been victims of cyberattacks.2 Of at-
tacks aimed at the health care industry, 
72% were directed against hospitals, 
clinics, large group practices and in-
dividual providers, while 28% of mal-
ware attacks were directed at provider 
organizations, health plans, pharma-
ceutical companies and other health 
care entities.3 Health-related cyber-
attacks are generally categorized into 
four groups: data loss, monetary theft, 
attacks on medical devices and infra-
structure attacks.4 

As a result of increased health-re-
lated cyberattacks, the FDA issued a 
safety communication in June 2013 
titled, “Cybersecruity for Medical De-
vices and Hospital Networks,” which 
called for greater private-sector in-
volvement and the establishment of 
a risk-based regulatory framework. 
Unfortunately, the guideline lacked 
specific details or regulations on how 
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healthcare networks could accomplish 
these goals.5 The Ponemon study sug-
gested, however, that networks focus-
ing on cybersecurity with a specific 
recommendation to hire and empower 
a chief information security officer and 
establish incident response capabilities 
can reduce potential cybersecurity risks 
by 42%.6 Cybersecurity is a major focus 
of health care as a result of these stag-
gering statistics, and the FDA has ongo-
ing efforts focused on cybersecurity and 
public health, including public work-
shops (www.fda.gov/medicaldevices/
digitalhealth/ucm373213.htm). 

In this article, we will discuss lo-
gistics of cybersecurity particularly as 
they pertain to radiation oncology, as 
well as resultant challenges. We also 
will describe how our organization has 
navigated some of these logistics and 
challenges, as this may prove helpful to 
other organizations.

Challenges of Cybersecurity in 
Radiation Oncology

The healthcare industry has been the 
target of increasing cyberattacks over 
the last several decades. The complex-
ity of the healthcare industry as well as 
laws surrounding patient privacy make 
cybersecurity a top priority resulting 
in extensive and robust hospital IT de-
partments. Similar to radiology, radi-
ation oncology has specific software 
required to utilize and operate machin-
ery/departments. This requires unique 
IT expertise to assist users, trouble-
shoot problems and manage/store large 
amounts of data. For sites where radi-
ation oncology has its own IT group, 
it is critical to define roles and respon-
sibilities, workflows, and monitoring 
systems to align with hospital-based 
policies and procedures. 

Radiation Oncology IT 
Infrastructure

Some of the general topics required 
for a successful radiation oncology IT 
group (or integration into the hospital IT 

system) are to organize, develop, doc-
ument and disseminate personnel roles 
and define access to control policies. 
Much like hospital-based EMRs, “su-
per-users” or “builders” must be defined 
and limited to ensure data quality. Poli-
cies and procedures must be developed 
in accordance with hospital-based poli-
cies and also revised at regular intervals. 
For example, if the hospital-based EMR 
has a time-out policy of 10 minutes, ra-
diation oncology software should follow 
the same policy. Hospital IT depart-
ments typically have clear procedures 
for monitoring/auditing of the EMR by 
monitoring system accounts and user ac-
cess to ensure patient privacy. They also 
have procedures for granting and revok-
ing access around employee hires, ter-
minations, etc. It is critical that radiation 
oncology IT follows similar procedures 
as these are often not controlled by the 
hospital-based IT group. 

Radiation oncology IT must collab-
orate with multiple EMR systems with 
several teams in managing the appro-
priate functioning of these applications 
(hospital, machine vendor, treatment 
planning system [TPS] vendor, etc.). 
There are also significant challenges 
with interfaces from radiation oncology 
technology to hospital systems in part 
because hospital IT departments gener-
ally lack knowledge regarding radiation 
oncology workflows and technological 
needs, which can make interface devel-
opment and maintenance difficult.

Radiation oncology is a research-ori-
ented field with increasing demands 
from institutional research bodies as 
well as national research governing 
bodies such as the NRG. For example, 
many patients enrolled in NRG trials 
need to have DICOM information as 
well as numerous demographic and 
cancer characteristics sent to central-
ized databases. Developing safe, effi-
cient workflows around these processes 
is quite challenging. 

Lastly, there is also a need to monitor 
and maintain these systems with routine 

upgrades. These require significant work 
efforts in conjunction with vendor sup-
port. Many future vendor upgrades focus 
specifically on cybersecurity.

Logistics of Cybersecurity in 
Radiation Oncology

Radiation oncology is undoubtedly 
one of the most technical fields in med-
icine both in terms of radiation technol-
ogy as well as information technology 
infrastructure. Linear accelerators (lin-
acs) require frequent maintenance and 
quality assurance with standard sched-
ules. Several manufacturers have taken 
new approaches of remote access to fix 
technical issues and perform routine 
maintenance. Treatment areas/rooms 
are equipped with vendor-controlled net-
works behind their firewall for their cer-
tified configuration and security. Many 
hospital systems have firewalls in place 
to prevent this type of access as the con-
cern is that malware from the manufac-
turer could potentially enter the hospital 
network through this type of access. 

At our institution, this has been 
raised as a cybersecurity concern to the 
hospital environment and special per-
mission had to be obtained from hos-
pital leadership to allow vendor access. 
Our radiation oncology IT team de-
signed a subnetwork for each treatment 
room in the hospital network that effec-
tively separates each treatment room 
and vendor-controlled firewall with a 
hospital-managed firewall, allowing for 
secure transmission of data (two lay-
ers of firewalls). Both the vendor-sup-
ported and hospital-based firewalls 
have controlled access to allow for con-
tinuous treatments. This design ensures 
the radiation oncology treatment rooms 
are securely isolated from other sec-
tions of the hospital IT infrastructure in 
the event of malware. 

In the past, many radiation oncology 
vendors also utilized USB disks for 
data transfers. USBs can pose a signif-
icant cybersecurity threat if left unen-
crypted/unsecure as malware attached 
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to the USB can be transferred between 
computers and systems. Vendors have 
made significant improvements to limit 
the need for USB transfers; however, 
this need has not been completely elim-
inated. Continuous product improve-
ment is needed in this arena among 
vendors and clients to further minimize 
these risks. When a USB must be used it 
is critical that it is encrypted and secure.

Electronic Medical Records
Commercially available hospital 

EMRs cannot be the sole EMR system 
for radiation oncology practices due to 
their inability to operate linacs. As such, 
all radiation oncology practices require 
radiation oncology software such as 
ARIA (Varian, Palo Alto, California), 
MOSAIC (Elekta, Stockholm, Sweden), 
or others. Most hospital-based practices 
have been asked to integrate to the hospi-
tal EMR, posing significant challenges to 
the workflow and operations of radiation 
oncology practices, especially as most of 
these software programs have no inte-
gration with radiation oncology EMRs. 
Major vendors such as Varian and Elekta 
have now devoted specific resources 
to assist with this integration; how-
ever, much of this still depends on cus-
tom-built interfaces, which expose both 
systems to risk. Additionally, hospital 
systems must make decisions regarding 
uni- or bi-directional interfaces, each of 
which poses risks to the EMR systems. 

More recently, Epic Systems Inc. 
(Verona, Wisconsin), developer of one 
of the most popular EMR systems used 
in the United States, says it is develop-
ing a module specific to radiation on-
cology. While this undoubtedly will not 
replace radiation oncology EMR sys-
tems, it will hopefully ease the burden 
on radiation oncology EMR integration. 

Standard components of hospi-
tal-based EMR systems are hospital 
data governance, compliance audits 
and firewall testing, all of which sup-
port health system security. At this 
point, these features are not standard in 

radiation-oncology-based EMRs. For 
radiation oncology practices in which 
the EMR system is not governed by the 
hospital, it is critical to have the same 
level of auditing and testing to ensure 
appropriate cybersecurity.

Automatic Time Outs
One of the basic tenets of cyberse-

curity is automatic time outs and/or 
locking of computers both for reduced 
access/opportunity for malware/viruses 
as well as compliance with the Health 
Insurance Portability and Accountabil-
ity Act (HIPAA). These pose unique 
challenges for some of the workflows in 
radiation oncology. 

Treatment Delivery
Radiation therapists need to have 

several computer screens/operations 
functioning to treat patients safely. The 
treatment control system (TCS), EMR, 
and other secondary treatment systems 
(eg, BrainLab, AlignRT) all must open 
simultaneously for safe, quality patient 
treatment. As therapists are often in and 
out of rooms and sometimes attending 
to patients for > 5 to 10 minutes without 
attending to a computer screen, auto-
matic time outs result in lost work and 
decreased efficiency. This inadvertently 
can increase treatment times, as every 
time a therapist must log into the com-
puter and EMR system, roughly 30 to 
90 seconds are lost. Multiplied across 
20 treatment sessions in a day, it is 
equivalent to an entire treatment slot. As 
hospitals are focused on quality and effi-
ciency, this can be viewed as an oppor-
tunity for lost revenue in terms of “one 
less patient treated” as well as potentially 
increased cost of therapy staff time.

Treatment Planning
Treatment planning and plan opti-

mization algorithms take significant 
amounts of time. Plan optimization can 
require several hours depending on plan 
complexity and the radiation technique 
(such as proton therapy). In many cases, 

dosimetrists may set complex plan opti-
mization to occur overnight to increase 
their workflow efficiency. However, au-
tomatic time outs prevent dosimetrists 
from doing this as in many cases the TPS 
closes once the time out is performed. In 
our proton center, for example, if a plan 
optimization does not start by the early 
afternoon, the dosimetrist must choose 
between working extremely late (while 
touching their computer every 30 min-
utes to prevent the time out) vs. waiting 
another day to start the optimization. 
Similar to therapy, this can cause signif-
icant workflow challenges. 

Plan Verification
While plan verification systems have 

also become quicker and more efficient, 
the same issues can apply to the physics 
workflow as described above for treat-
ment planning.

Locking Screens in Unattended 
Computer Systems

Another tenet of cybersecurity and 
HIPAA compliance in the EMR era is 
locking a computer screen when the 
computer is unattended, even for a mo-
ment. This requires the user to lock the 
screen; however, if the EMR is accessed 
for a particular patient record, then that 
record can remain “locked,” preventing 
another from saving information in the 
record. This can result in many chal-
lenges for the radiation oncology work-
flow for all radiation oncology users. For 
example, two to three therapists work 
on a machine. If one therapist logs into 
the EMR and locks the screen but an-
other therapist needs to document in the 
chart, this can cause save-back issues in 
which one individual’s work can be lost. 
This is potentially common for the ther-
apy group that is constantly in and out of 
rooms, and again, can significantly ob-
struct workflow.  

Our Approach to Cybersecurity and IT
The University of Maryland Medi-

cal System is comprised of 13 hospitals 
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across the state along with numerous 
outpatient practices. As a general mat-
ter, all of the hospitals operate Epic 
EMRs, although as of press time, sev-
eral hospitals were transitioning from 
their legacy system. The University of 
Maryland Radiation Oncology Depart-
ment consists of six practices, three in 
system hospitals and three freestand-
ing. One of these practices is a proton 
center. All practices use Varian linacs, 
and the proton center uses a Varian cy-
clotron. We use ARIA as our radiation 
oncology EMR, and both the Varian 
Eclipse and RayStation (RaySearch 
laboratories, Stockholm, Sweden) treat-
ment planning systems. 

All six locations use a single, central 
ARIA database and all linacs are com-
missioned to the same standard, which 
allows for ease of patient transfers be-
tween practice locations. The ARIA 
application was integrated to include all 
of our network sites several years ago, 
which has significantly lowered sys-
tem-level operational costs. 

Five of our six practices have inter-
faces built between Epic and ARIA, 
and one continues to operate the Med-
itech (Westwood, Massachusetts) sys-
tem but will transition in the future. In 
our hospital system, Epic is considered 
the “source of truth.” Our clinicians 
perform all clinical documentation ex-
cept for on-treatment notes and end-of 
treatment notes in Epic. All orders 
(lab, medication, imaging) are also per-
formed in Epic. On-treatment and end-
of-treatment notes are initiated in ARIA 
and interfaced to Epic. This workflow 
was chosen to allow for the auto-pop-
ulation function of dose/fractionation 
provided by ARIA. 

A critical component for interfacing 
is having the correct account number at-
tached to the note. The hospital system 
allows only unidirectional interfaces 
and, as a result, many workarounds were 
created for patient workflow. For exam-
ple, since patient treatment times and 
machines often fluctuate, patient treat-

ment appointments are not interfaced to 
Epic. The downside is that our medical 
oncology colleagues cannot see the radi-
ation oncology treatment schedule. Con-
sult and follow-up visits are scheduled 
in Epic and interfaced to ARIA. A rec-
onciliation process is performed every 
night to ensure all visits are interfaced. 
While working with Epic can initially be 
demanding, we have created workflows 
that minimize duplication of staff/faculty 
effort and have successfully reduced du-
plicative efforts by 70%.

Several additional medical software 
systems are integrated in our model. In 
the Epic EMR system, secure data trans-
mission is through HL7 (in-bound inter-
faces are ADT [admissions, discharges 
and transfers] and SIU [scheduling in-
formation unsolicited]) into ARIA and 
MDM (medical document manage-
ment), while the outbound interfaces to 
Epic are for MDM, DFT-UPC (detailed 
financial transactions-universal product 
code). In our workflows with Meditech 
and other systems, interfaces for imag-
ing reports, labs, SIU, DFT and MDM 
are also present. Creating secure com-
munication lines requires education in  
various software systems and analysis  
of how custom-built interfaces will  
work together without duplicating  
patient records. 

Regarding data governance and com-
pliance audits, our department has its 
own data governance group for ARIA 
modeled after the hospital-based one. 
New hospital policies and procedures 
are reviewed in real-time and appropriate 
modifications are made. For example, 
when our hospital changed to an 8-min-
ute time-out policy, this was modified 
in ARIA. Our hospital system engages a 
third-party vendor who performs cyber-
security audits on an annual basis for de-
partments using separate EMR software. 
All our practice locations are firewall 
protected and undergo periodic testing 
at the hospital-system level.

To address challenges discussed 
above, we have created unique groups 

with unique rights depending on group 
member workflows. For example, the 
dosimetry location is not accessible to 
the general public. As a result, we have 
recently disabled the time-out proce-
dure for dosimetry due to the difficulties 
it causes with plan optimization, espe-
cially at our proton center where this is 
known to take hours. While this was a 
difficult decision, it was felt that since 
the area was not accessible to the pub-
lic and if users “locked” their screens, 
plans could still run in a secure manner 
without significant risk of a malware 
attack. In the treatment control areas, 
however, since patients and their fam-
ily members can often see the comput-
ers, we did not feel comfortable making 
these changes. As a result, therapists 
are subject to some inconveniences in 
workflows discussed above.

While we live in a hybrid environ-
ment with vendor-provided devices, 
radiation oncology IT is responsible 
for the supporting infrastructure and 
an antivirus environment. Vendors fre-
quently have exceptions to their soft-
ware capabilities, which can pose risks 
to our IT environment. For example, the 
Elekta GammaKnife has a very secure 
system that prevents transmission of 
data even within our own local area net-
work (LAN) to another system (such as 
ARIA). As a result, the only way users 
can transfer data is through a USB disk, 
which has a much higher risk for hack-
ers/viruses/malware. These exceptions 
can pose a large risk to our environment 
and extra precautions are taken in these 
scenarios. 

In addition, we have designed our 
system in a redundant style, serving our 
applications from two physical locations 
(main data center and our disaster recov-
ery [DR] location). Depending on each 
kind of a disaster/attack (critical, me-
dium, low), we have developed our DR 
plans to ensure patients can receive treat-
ment. Our system is redundant in terms 
of database delivery, image and file de-
livery as well as different technologies 
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involved to deliver applications, such as 
domain controllers (DCs), Citrix control-
lers, data collectors, etc. We are actively 
working on a concept of a separate DR 
plan in case of an attack similar to that 
described in the beginning of this paper.  

 In radiation oncology, we cannot 
eliminate the importance of QA pro-
tocols for our daily/every treatment. 
We are delivering all of our QA appli-
cations from a central location with the 
same redundancy level. 

Another healthcare institute experi-
enced a cyberattack, and within 90 sec-
onds their 15000 servers were infected 
and rendered unusable. This was the 
result of a single user clicking a wrong 
link. This highlights the importance of 
education of users as one of the best 
and first lines of protection. All ARIA 
users attend a mandatory RadOnc IT 

annual inservice where we speak about 
technology and cybersecurity. We also 
send notices to staff as needs arise to 
educate them on ways to avoid cyber 
risks. These are often in addition to any 
hospital-based emails/notifications.

The focus of radiation oncology IT 
is to ensure our mission of safe patient 
care will remain aligned by consid-
ering sizing needs, infrastructure and 
function/workflows. 

Conclusion
Radiation oncology is a unique spe-

cialty with unique needs regarding cy-
bersecurity. In our experience, most of 
the radiation oncology software lags 
behind that of hospital-based EMRs in 
regard to cybersecurity features and, as 
a result, the onus is on the user to ensure 
that appropriate measures are taken for 

the safety of our patients and staff. Fu-
ture upgrades are prepared to enhance 
cybersecurity features; however, we 
would encourage all radiation oncology 
practices to develop a “disaster strikes” 
plan on how to handle such situations.
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